Get started

For first-time users of the MXChip loT DevKit (a.k.a. DevKit), follow these quick steps to:

e Prepare your development environment.
e Send temperature and humidity data from built-in [oT DevKit sensors to the Azure loT Hub.

If you have already done this, you can try more samples from the Projects Catalog
(https://microsoft.github.io/azure-iot-developer-kit/docs/projects/) or build your own IoT application.

What you learn

e How to connect the loT DevKit to a wireless access point.

e How to install the development environment.

e How to create an loT Hub and register a device for the loT DevKit.

e How to collect sensor data by running a sample application on the loT DevKit.

e How to send the loT DevKit sensor data to your loT hub.
What you need

e An MXChip loT DevKit. Get it now (https://aka.ms/iot-devkit-purchase).
e A computer running Windows 10 or macOS 10.10+.

e An active Azure subscription. Activate a free 30-day trial Microsoft Azure account

(https://azure.microsoft.com/en-us/free/).
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Prepare your hardware

To connect the loT DevKit to your computer:

1. Connect the Micro-USB end to the loT DevKit.
2. Connect the USB end to your computer.

3. The green LED for power confirms the connection.
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Configure

loT projects rely on internet connectivity. Use the following instructions to configure the DevKit

to connect to Wi-Fi.



1. Hold down button B, push and release the reset button, and then release button B. Your
loT DevKit enters AP mode for configuring the Wi-Fi connection. The screen displays the
service set identifier (SSID) of the lo

EEET

se T DevKit and the configuration portal IP address:

3

.!u"uri_::'ir_ LR
—— User mwap w1

Securily  Magnetometer Pressure
- 7

Accelerometer & Gyrascope | Humidily 8 Temperaiure )

L "I )



2. Use a Web browser on a different Wi-Fi enabled device (computer or mobile phone) to
connect to the loT DevKit SSID displayed in the previous step. If it asks for a password,
leave it empty.

Connected, secured

AZ-c8934680ec24
Open

Other people might be able to see infoyou =
send over this network

I:l Connect automatically

MSFTGUEST
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Ruff R0101965

e
Mobile

Airplane mode hotspot

3. Open 192.168.0.1 in the browser. Select the Wi-Fi network that you want the loT DevKit to
connect to, type the password for the Wi-Fi conection, and then click Connect.
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4. The loT DevKit reboots in a few seconds. You then see the Wi-Fi name and assigned IP
address on the screen of the loT DevKit:
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Start using the DevKit

Upgrade to the latest firmware

The default app running on the DevKit checks the latest version of the firmware and displays
some sensor diagnosis data for you. The currently-installed and latest available version of the loT
DevKit's firmware is displayed on the loT DevKit screen. If the 10T DevKit is not running on the
latest available version, follow the firmware upgrading guide (https://microsoft.github.io/azure-iot-
developer-kit/docs/firmware-upgrading/) to install the latest version.
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Note: Since v1.1, DevKit enables ST-SAFE in bootloader. You need to upgrade the firmware if you are running a version prior
tov1.1.

Test various sensors

Press button B to test the sensors. Continue pressing and releasing the button B to cycle through
each sensor.
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Prepare the development environment

We recommend Azure 10T Tools (https://aka.ms/azure-iot-tools) extension pack for Visual Studio Code
to develop on the DevKit. The Azure loT Tools contains Azure loT Device Workbench
(https://aka.ms/iot-workbench) to develop and debug on various loT devkit devices and Azure loT Hub
Toolkit (https://aka.ms/iot-toolkit) to manage and interact with Azure loT Hub.

You can watch these Channel 9 (https://channel9.msdn.com/) videos to have overview about what they
do:

¢ Introduction to the new loT Workbench extension for VS Code
(https://channel9.msdn.com/Shows/Internet-of-Things-Show/loT-Workbench-extension-for-VS-Code)

e What's new in the loT Toolkit extension for VS Code (https://channel9.msdn.com/Shows/Internet-of-
Things-Show/Whats-new-in-the-loT-Toolkit-extension-for-VS-Code)

Follow these steps to prepare the development environment for DevKit:



1. Install Arduino IDE (https://www.arduino.cc/en/Main/Software). It provides the necessary toolchain
for compiling and uploading Arduino code.

o Windows: Use Windows Installer version. Do not install from the app store.
o macOS: Drag and drop the extracted Arduino.app into /aApplications folder.

o Ubuntu: Unzip it into folder such as $HoME/Downloads/arduino-1.8.8

2. Install Visual Studio Code (https://code.visualstudio.com/), @ cross platform source code editor

with powerful developer tooling, like IntelliSense code completion and debugging.

3. Launch VS Code, look for Arduino in the extension marketplace and install it. This

extension provides enhanced experiences for developing on Arduino platform.

Edit Selection View Go Debug Terminal Help Extension: Arduino - Visual Studio Code

EXTENSIONS: MARKETPLACE g
arduino

Arduino 0224

Arduino for Visual Studio Code

Microsoft

Arduino 0.04

Arduino support for Visual Studio Code
moozzyk Install
arduino-snippets 1.0.2

Code snippets for arduino

Ronaldo Sena

PlatformlO IDE 1.60

Development environment for loT, Arduino, ...

PlatformlO Install

loT Utility 030

Develop loT project based on PlatformlO: Ar...

Jun Han Install

[DEPRECATED] Azure loT Toolkit 0.1.8

[DEPRECATED] Interact with Azure loT Hub a...

Jun Han Install

Node-RED 0.20

Flow-based programming for loT (Internet o...

Jun Han Install

loT Extension Pack 0.05
Build loT Solutions on top of awesome tech...
Jun Han Install

ESP8266FS 1.1.0

Extension: Arduino %

Arduino previw
Microsoft &> 692,667 % % % %k Repository License
Arduino for Visual Studio Code

Install

Details Contributions Changelog Dependencies

Visual Studio Code extension for Arduino

chat on gitter

Welcome to the Visual Studio Code extension for Arduino P®V'®W | The Arduino extension makes it easy to

develop, build, deploy and debug your Arduino sketches in Visual Studio Code, with a rich set of

functionalities. These include:

* IntelliSense and syntax highlighting for Arduino sketches
* Verify and upload your sketches in Visual Studio Code
® Built-in board and library manager
® Built-in example list
Built-in serial monitor

Snippets for sketches
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4. Look for Azure loT Tools in the extension marketplace and install it.

Help Extension: Azure loT Tools - Visual Studio Code

Extension: Azure loT Tools %X

Azure loT Tools
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The ultimate collection of extensions for working with Azure loT in VS Code!

Microsoft | & 53 Repository | License

Install
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Azure loT Tools for Visual Studio Code

support for Visual Studio Code is provided through a rich set of extensions that make it

easy to discover and interact with Azure loT Hub that power your loT Edge and device applications.

If you do not have an Azure subscription, for a free account. You'll get 12 months of
popular free services, $200 in Azure Credits to try out any combination of Azure services, and access to

free services such as Azure loT Hub, Azure loT Edge, etc.
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5. Configure VS Code with Arduino settings.
In Visual Studio Code, click File > Preference > Settings.
= Settings %
Search settin

User Settings  Workspace Settings

Commonly Used Cﬂmmﬂnly USEd
Text Editor

Workbench Files: Auto Save
Window Controls auto save of dirty files. Read more about autosave

Features afterDelay o
Application

Extensions
Files: Auto Save Delay

Controls the delay in ms after which a dirty file is saved automatically. Only 2

1000

Type “Arduino” in the search textbox, the Arduino:Additional Urls is showed up, then click
the hyperlink ‘Edit in settings.json'.
= Seifings X

Arduin c:|

User Settings Workspace Settings

4 Extensions (10
Arduino: Additional Urls

Arduino configu...
Azure Functions... Edit in sethings.json

Arduino: Additional Urls

Additional URLs for 3-rd party packages. You can have multiple URLs in one
array.

Edit in settings.json

Make sure the “arduino.path” and "arduino.additionalurls” have been set correctly, if not
please add following lines to configure Arduino depending on your platform:




o Windows:

<>
"arduino.path": "C:\\Program Files (x86)\\Arduino",
"arduino.additionalUrls":
"https://raw.githubusercontent.com/VSChina/azureiotdevkit_tools/master/package_azureboard_in

dex.json"

o macOS:

<>
"arduino.path": "/Applications",
"arduino.additionalUrls":
"https://raw.githubusercontent.com/VSChina/azureiotdevkit_tools/master/package_azureboard_in

dex.json"

o Ubuntu:

Replace the {username} placeholder below with your username.

<>
"arduino.path": "/home/{username}/Downloads/arduino-1.8.8",
"arduino.additionalUrls":
"https://raw.githubusercontent.com/VSChina/azureiotdevkit_tools/master/package_azureboard_in

dex.json"

6. Click F1 to open the command palette, type and select Arduino: Board Manager. Search
for AZ3166 and install the latest version.

File Edit Selection View Go Debug Terminal Help Arduino Board Manager - Visual Studio Code

Arduino Board Manager % > M

MXChip - Microsoft Azure loT Developer Kit
Boards included in this package:
MXChip - Microsoft Azure loT Developer Kit AZ3166

"'{ 1 Boards matched

Qo0A0 <Select Programmer>  <Select Board Type> &  <Select Serial Port> Prettier @ M




Install ST-Link drivers

ST-Link/V2 (http://www.st.com/en/development-tools/st-link-v2.html) is the USB interface that loT DevKit
uses to communicate with your development machine. Follow the OS-specific steps to allow the
machine access to your device.

e Windows: Download and install USB driver from STMicroelectronics website

(http://www.st.com/en/development-tools/stsw-link009.html).
e macOS: No driver is required for macOS.

e Ubuntu: Run the following in terminal and log out and log in for the group change to take

effect:
<[>

# Copy the default rules. This grants permission to the group 'plugdev’
sudo cp ~/.arduinol5/packages/AZ3166/tools/openocd/0.10.0/1linux/contrib/60-openocd.rules
/etc/udev/rules.d/

sudo udevadm control --reload-rules
# Add yourself to the group 'plugdev'

# Logout and log back in for the group to take effect

sudo usermod -a -G plugdev $(whoami)

Now you are all set with preparing and configuring your development environment. Let us build
the "Hello World” sample for loT: sending temperature telemetry data to Azure loT Hub.

Build your first project



1. Make sure your loT DevKit is not connected to your computer. Start VS Code first, and then
connect the DevKit to your computer.

2. Click r1 to open the command palette, type and select Azure loT Device Workbench:
Open Examples.... Then select loT DevKit as board.

3. In the loT Workbench Examples page, find Get Started and click Open Sample. Then

selects the default path to download the sample code.
1)

File Edit Selection View Go Debug Tasks Help

= loT Workbench Examples X

with Azure IoT Hub. Now we released a
new version v0.6.0 and glad to share
the news that the extension has been
open sourced on GitHub! GitHub...

Deploy Azure loT Edge (preview)
on a simulated device with Visual
Studio Code

2018-02-12

New Features in Visual Studio
Get Started Shake, Shake for a Tweet Code loT Edge Extension 0.1.3 &

Send sensor data from DevKit to Azure Use the motion sensor to detect shaking loT Toolkit 0.5.0
loTHub. and find a random tweet with a #hash... 2018-01-24

INFO
View Tutorial Open Sample View Tutorial Open Sample —

Version 134
p Temperature
81.1F

Last updated March 28, 2018
Humidity

55.4%

Pressure

101300 Hpa

C) GiTHUB Feed

<Select Programmer> MXCHIPAZ3166 4 COM3 @ A



4. In the new opened project window, click rF1 to open the command palette, type and select
Azure loT Device Workbench: Provision Azure Services.... Follow the step by step guide to
finish provisioning your Azure loT Hub and creating the loT Hub device.

File Edit Selection View Go Debug Terminal Help Welcome - project (Workspace) - Visual Studio Code

EXPLORER Welcome
4 OPEN EDITORS

X Welcome C i

! Start Customize
4 PROJECT (WORKSPACE)

4 Device Tools and languages
» .vscode

config.h
EeEE Settings and keybindings
Readme.md
utility.cpp Recent
utility.h

Color theme

OUTPUT Azure loT Device Workl ¥

},
"x509Thumbprint": {
"primaryThumbprint”: null,
"secondaryThumbprint™: null
L
"type": "sas",
"SymmetricKey": {
"primaryKey": "Frtk7Gf1dFOXZoCxwMGyIS/1SurNémtsHMdEShfjoSg=",
"secondaryKey": "+v7d3I1HtZZ23xZrnTA/CdfBCpUx2MVhPM@OOGbbvwc="
}
h
"connectionStrhng": "HostName=IoTGetStarted8735.azure-devices.net;

JACILINE DeviceId=AZ3177;SharedAcc---" S1-TCE1ACOVTIor air e e

,r_ » ARDUINO EXAMPLES } P Azure provision succeeded.
1" ) AZURE 10T HUB DEVICES IoT Hub selected: IoTGetSta. ..

Q0 A0 Azure: liydu@microsoft.com <Select Programmer> GetStarted.ino MXCHIP AZ3166 4 <Select Serial Port> Q QZ

5. In the bottom-right status bar, check the MXCHIP AZ3166 is shown as selected board and

serial port with STMicroelectronics is used.

File Edit Selection View Go Debug Terminal Help Visual Studio Code

<Select Programmer>  <Select Board Type> &  <Select Serial Port> Prettier @ M1




6. Click r1 to open the command palette, type and select Azure loT Device Workbench:
Configure Device Settings..., then select Config Device Connection String > Select loT
Hub Device Connection String.

7. On DevKit, hold down button A, push and release the reset button, and then release
button A. Your DevKit enters configuration mode and saves the connection string.

IPAddress ip = WiFi.localIP();
Screen.print(1,

» AZURE IOT HUB DEVICES hasWifi = ;@ Configure Device connection string successfully.

» ARDUINO EXAMPLES Screen.print(2,

)

Q0A0 Ln9,Col21 Spaces:2 UTF-8 LF Arduino <Select Programmer> GetStartedino MXCHIPAZ3166 4 COM3 Win32 @ A3

8. Click r1 again, type and select Azure loT Device Workbench: Upload Device Code. It
starts compile and upload the code to DevKit.

File Edit Selection View Go Debug Terminal Help GetStarted.ino - project (Workspace) - Visual Studio Code

EXPLORER GetStarted.ino %
4 OPEN EDITORS
X GetStarted.ino
4 PROJECT (WORKSPACE)
4 Device
> .vscode
config.h
GetStarted.ino
Readme.md
utility.cpp
utility.h
hasWifi =
OUTPUT A Arduino

XPSR: 0x61000000 pc: 0x20000046 msp: 0x2000d650

wrote 606208 bytes from file

c:\Users\liya\Documents\IoTWorkbenchProjects\examples\get-started\Device\.

build/GetStarted.ino.bin in 14.383993s (41.157 KiB/s)

*% Programming Finished *x

*%x Verify Started

target halted due to breakpoint, current mode: Thread

XPSR: 0x61000000 pc: 0x2000002e msp: 0x2000d650

verified 581868 bytes in 1.087178s (522.666 KiB/s)

*x Verified OK #*

*%x Resetting Target *x

Info : Unable to match requested speed 2000 kHz, using 1800 kHz
» OUTLINE Uploaded the sketch: GetStarted.inc

{.‘ » ARDUINO EXAMPLES
1 ) AZURE IOT HUB DEVICES |
Q0 A0 Azure: liydu@microsoft.com Ln20,Col2 Spaces:2 UTF-8 LF C++ <Select Programmer> GetStartedino MXCHIPAZ3166 & COM3 @ A2

The DevKit reboots and starts running the code.

Note: If there is errors or interruptions, you can always recover by running the command again.

Test the project

Click the power plug icon on the status bar to open the Serial Monitor:

f (WiFi.begin() == WL_CONNECTED)
{

IPAddress ip = WiFi.localIP();
Screen.print(1, ip.get address());
Q0A0OS5 (Global Scope)  Ln14,Col35 Spaces:2 UTF-8 LF C++ MXCHIPAZ3166 4 COM3 Win32 @

b ARDUINO EXAMPLES



The sample application is running successfully when you see the following results:

e The Serial Monitor displays the message sent to the loT Hub.

e The LED on the MXChip loT DevKit is blinking.

OUTPUT Serial Monitor ¥ £

2817-11-17 18:82:21 INFO: >>>Connection status: connected
2917-11-17 18:89:25 INFO: >>>IoTHubClient LL SendEventAsync accepted message for transmission to IoT Hub.
2017-11-17 18:09:26 INFO: >>>Confirmation[@] received for message tracking id = @ with result =
TOTHUB_CLIENT_CONFIRMATION_OK
2817-11-17 18:82:29 INFO: »>>>IoTHubClient LL_SendEventAsync accepted message for transmission to IoT Hub.
2817-11-17 18:89:31 INFO: >>>Confirmation[1] received for message tracking id = 1 with result =
IOTHUB_CLIENT_CONFIRMATION_OK
2017-11-17 10:09:34 INFO: >>>IoTHubClient LL_SendEventAsync accepted message for transmission to IoT Hub.
2817-11-17 18:89:36 INFO: >>>Confirmation[2] received for message tracking id = 2 with result =

{s} IOTHUB_CLIENT_CONFIRMATION_ OK

S0A0O5 (Global Scope)  Ln 14,Col35 Spacess2 UTF-8 LF Cs+ MXCHIPAZ3166 115200 X Win32 cOM3 @

You can use Azure loT Toolkit (https://marketplace.visualstudio.com/items?itemName=vsciot-vscode.azure-iot-
toolkit) to monitor device-to-cloud (D2C) messages in loT Hub.



1. Log in Azure portal (https://portal.azure.com), find the loT Hub you created.

- AR -

» Home > loTGetStarted8735

- ,X‘ loTGetStarted8735 » X
= 10T Hukb
- « @ Delete
- © some loT Hub features are disabled due to the location of your resource. The following are the impacted features: Manual failover (preview)
irce up (ch
© B Adivitylog fesoure group (change)
G 2 Access control (1AM) Status ricing and scale tier
Active F1 - Free
& Tags
Location Number of loT Hub units
Events West US 1
- Subscription (change)
D Settings Visual Studio Enterprise

Sub: ption ID
Shared access policies ubscriptior

© Pricing and scale A
-} B2 Operations monitoring
1P Filter

Want to learn more about loT Hub?

Need a way to provision millions of

SN
M Centificates -% )
o~/ devices?

Properties loT Hub Device Provisioning Service enables zero-

Check out IoT Hub documentation. Learn how to use
0T Hub to connect, monitor, and control billions of
Internet of Things assets.

touch, just-in-time provisioning to the right loT hub
0 & Locks without requiring human intervention.
L0 i Automation script
0]
Explorers
@ 2 " " 3
Query explorer We'd love your feedback! Need to simulate loT Devices?
Q Your valuable feedback will help us to better loT Device Simulation accelerates solution

loT devices

understand your requirements in order to improve loT development using simulated devices to help build and
Hub. test your project throughout the development lifecycle.
Automatic Device Management

2. In the Shared access policies pane, click the iothubowner policy, and write down the
Connection string of your loT hub.

» Home > loTGetStarted8735 - Shared access policies iothubowner X
i ..X‘ loTGetStarted8735 - Shared access policies
L loT Hub

oTGetStarteds735

[= +++ More
% o= Add
B Activity log .
© d 10T Hub uses permissions to grant access to each loT hub endpoint. Permissions limit the access to an loT hub based on functionality.
> 2 Access control (IAM) Permissions
- @ Tags
Events ‘ V] Registry wiite @

poLiCY PERMISSIONS
| service connect @

Settings
® registry write, service connect, device connect 5

Device connect @

service service connect
i ©) Pricing and scale
B} Operations monitoring device device connect
<] i i Shared access keys
3 1P Filter registryRead registry read primary key @
2 [ T3v7iC/wxs PoRd+t8WsyATaSUFXYUR... m
Certificates registryReadWrite registry write S
Propertes UTQteT/zox6tFtc+HoWtishDxpTSEOBD... E
) Connection string—primary key @
& Locks HostName=loTGettarted8735 azure-d... | [IE]
0 Connection string—secondary key @
= Automation script HostName=loTGetStarted8735 azure-d... | [i§]
) Explorers

3. Expand AZURE IOT HUB DEVICES on the bottom left corner.

b 10T HUB DEVICES
D0 av ™ ena momor o, Library ¢

b OUTLINE

4 AZURE IOT HUB DEVICES
Set loT Hub Con:
Select IoT Hub

oT Hub

o

¥ liydufiot-hub-az3166 &> @0 A 0

5. Click loT: Start monitoring D2C message in context menu.



6. In OUTPUT pane, you can see the incoming D2C messages to the loT Hub.

Problems and feedback

If you encounter problems, you can refer to FAQs (https://microsoft.github.io/azure-iot-developer-
kit/docs/faq/) or reach out to us from Gitter channel (https://gitter.im/Microsoft/azure-iot-developer-kit).

Was this documentation helpful?

Next Steps

You have successfully connected an MXChip loT DevKit to your loT hub, and you have sent the
captured sensor data to your loT hub. Check our Projects Catalog (https://microsoft.github.io/azure-iot-
developer-kit/docs/projects/) for more samples you can build with the loT DevKit and Azure multiple

services.
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